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What-> Examples?-> Lessons learned
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What is Al and Deep Learning?
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What is Al?

zh
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thinking

"The exciting new effort to make
computers think... machines with minds, "The study of mental faculties through
in the full and literal sense." the use of computational models."
(Haugeland, 1985) (Charniak and McDermott, 1985)

"[The automation of] activities that we "The study of the computatinr= *'
associate with human thinking, activities make it possible +~ . h
such as decision-making, problem solving, W\t

learning..." (Bellman, 1978) er“e

pliCations

humanly rationally

comp ex ¢9

.. periormed by people.”
(Kurzweil, 1990)

"Computational Intelligence is the study
of the design of intelligent agents."
(Poole et al., 1998)

"The study of how to make computers
do things at which, at the moment,
people are better."

(Rich and Knight, 1991)

"Al... is concerned with intelligent
behaviour in artefacts." (Nilsson, 1998)

acting
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What belongs to Al?

An incomplete view of its subdisciplines

rm’?
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Why is Al big now?

Can your phone insprove Vitamin  aod cance clt In search of stem cells
your bealth? . rxq

FOrbeS Billionaires Leadership Money Consumer Industry Lifestyle

m
]
o
m

GPU 5o < = = 1 s
ML < DER WICHTIGSTE EVENT ZU
g ; KUNSTLICHER INTELLIGENZ

Science -

10 Amazing Examples Of How

12,000 " 3
’ | Deep Learning Al Is Used In
] ‘ 1 ice?
e — . At last — a computer program that PraCtlce .
X can beat a champion Go player 7
10.000
» i ALL SYSTEMS GO
9,000 I } 7’
intelligence
i Al learns to read and ( 3 SAFEG
8,000 HERElE A0X . | . s by ay have heard about deep learning and felt like it was an area of data
o . qt is incredibly intimidating. How could you possibly get machines
e x h I b € humans? And, an even scarier notion for some, why would we
2o arXiv mont y subm |SS |0 n rates fachines to exhibit human-like behavior? Here, we look at 10 examples
000
; ‘ow deep learning is used in practice that will help you visualize the
5.000 potential.
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What’s the big deal about deep learning?

Adding depth to learn features automatically
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Feature extraction Classification
(SIFT, SURF, LBP, HOG, etc.) (SVM, neural network, etc.)

(02,04, ...)
> Container ship

Classical image
processing

Automation of complex-processes
based on (high-dimensional) sensor input
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What-> Examples?-> Lessons learned
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Examples for successful DL deployments
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Examples of «Al» in the media in recent years Zh

o Brandon Amos  About Blog O W T

imminent - Deutsch-Ubersetzun: X @ Finally, a Machine That Can Finis X = 4

& & @ nytimes.com/2018/11/18/t

chnology/art

Finally, a Machine That Can

Finish Your Sentence

Completing someone else’s thought is not an easy trick for A.L
But new systems are starting to crack the code of natural

language.

3. Then we'll find the

&0 ICT Selfservice @) Redditr/Machine L. @ Andv Sanity Preserver InTAI @ Datalab Wik

Frightening Hallnwnn Costume Ideas by using famous face5~

N Andre; Kﬂ]’pﬂﬂ’]}" Uog Abat  Haiers gudaioNeuml Netwaks aw
* 0O M=NQ
@ DL_oumal Discussi.. & ICCV transductive [Jl] Genderv h @& AutoDLLessonsle.. [ DeepRLBootcamp () Optimization for ML G AutoDL  »

G DLforPR

f.morning paper

wer of word vectors

L material not just from one paper, but from
wordavee’ — the work of Mikolov et al. at Google

@ itations of words (and what you can do with

of Word Representations in Vector

The chine

Making sense of Al

Guest

How to tell if computer vision can
transform your business

Adrian Walker, AIZA August 29, 2020 8:45 AM
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Use case 1: print media monitoring

Task

International.

pionage fiir den Erzfeind Iran

jsreeischer Ex-Mirister arbeitete als Agent fir die Muliahs. Jetzt drot inm lebenséinglich
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Challenge

rﬂn =

Steven Zuber

«Stevenhat |
sichalles selber

beigebrachty

Hinter dem Zuber-Zauber gegen Brasilien
W 2

Der Tosstaler trainierte einst beim
FC Kollbrunn-Rikon Kiein-Steven.

TICKER =
oot

Nuisance
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> ARGUS DATA INSIGHTS

Schweizerische Eidgenossenschafl
Cantederazione Svizzara
Confederaziun svizia

Swiss Confederation

Innosulsse - Swiss Innovation Agency
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Print media monitoring — ML solution Zh
aw

Schweizerische Eidgenossenschalt
Corféderation suisse

Canfederaziene Svizzera

Confederaziun svizia
Swiss Confederation

Innasuisse - Swiss Innovation Agency

upscale

Output

element-wise sum and
transposed conv.

S b "“- = “"- / transposed conv.
Bh R &.
(=" Ifllﬁ/

element-wise sum and
transposed conv.

Meier, Stadelmann, Stampfli, Arnold & Cieliebak (2017). «Fully Convolutional Neural Networks for Newspaper Article Segmentation». ICDAR’2017.
Stadelmann, Tolkachev, Sick, Stampfli & Dirr (2018). «Beyond ImageNet - Deep Learning in Industrial Practice». In: Braschler et al., «Applied Data Science», Springer.

A L
A element-wise sum and L
transposed conv.
D Convolution + Batch Normalisation + RelLU D Transposed Convolution + RelLu D Max-Pooling

D Upscaling by factor 2 D Sigmoid
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Print media monitoring — deployment Zh
aw

Schweizerische Eidgenossenschafl
Cantederazione Svizzara
Confederaziun svizig

Swiss Confederation

Innosulsse - Swiss Innovation Agency

FCNN-based
article
segmentation

= 5 i HTTP Request/
: o
Newspaper Page /—\ Response
as Image

[ectorate

Ul

OCR Output as XML MongoDB
Special
Pages
RabbitMQ Classifier
Message as JISON Segmentation Result
Document

Stadelmann, Amirian, Arabaci, Arnold, Duivesteijn, Elezi, Geiger, Lérwald, Meier, Rombach & Tuggener (2018). «Deep Learning in the Wild». ANNPR’2018.
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Use case 2: symbol detection

et .
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1.0" enceding

="UTF-8"
a-partwise SYSTEM *httpi/ musioxm.org/dids/p:

ancading
salft

oftwares
<encoding-data> 2014-12-16-< /encading-date

MuseScore 1.

il eters > 7,056 < /milimeters.
<tanths> 40 </tanths:

247 default y="1626.98" defaut-x="595.238" > Die

n="top" justify="cantar’ font
words>

12° default-y="1557.22" defaull-x="1132.79">Franz

ccred: walign="tog" justify="right" fant
Schubart</cradit-words:

“center” font-size="8" defaul

5n="bottom"
0 http:/ /v Musoscone.

o Farelle (M

fpart-abbreviatian:
P1-13°
> Ténor</instrument-name

</acare-par
art-graup type="start" number="1"
mial>brace </group-symbol>

Die Forelle - Franz Schubert

fro = her
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Swiss Confederation

Innosuisse - Swiss Innovation Agency
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Symbol detection — challenges & solutions 4
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........................................................................ Energy map M*:
VN*M*#energy_IeveIs

:  Class map M
T N*M*#classes

T tiny numbers are class labels from the
typical DeepScores input we process at once.

= =

Refine-Net |—

- BBOX map M®:
Output Featuremaps N*M*2
N*M*256

= 1x1 convolution

It from MUSCIMA++ with detecte
 a typical proce: el L \um 4+ inpat. The

stem is roughly
pts with rmany symbols

Tuggener, Elezi, Schmidhuber, Pelillo & Stadelmann (2018). «DeepScores — A Dataset for Segmentation, Detection and Classification of Tiny Objects». ICPR’2018.
Tuggener, Elezi, Schmidhuber & Stadelmann (2018). «Deep Watershed Detector for Music Object Recognition». ISMIR’2018.
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Symbol detection — industrialization Zh

Current results on class imbalance and robustness challenges

ESCOREPADS
1. Added sophisticated data augmentation in every page’s margins

2. Put additional effort (and compute) into hyperparameter tuning and longer training
3. Trained also on scanned (more real—worldish) scores

e e

‘ == ——= f:—?i”lﬁ I

?Lﬁ’r{,prr!r. ropfrrfap

= Improved our mAP from 16% (on purely synthetic data) to 73% on more challenging real-world data set
(additionally, using Pacha et al.’s evaluation method as a 2"d benchmark: SotA from 24.8% to 47.5%)

Elezi, Tuggener, Pelillo & Stadelmann (2018). «DeepScores and Deep Watershed Detection: current state and open issues». WoRMS @ ISMIR’2018.
Pacha, Hajic, Calvo-Zaragoza (2018). «A Baseline for General Music Object Detection with Deep Learning». Appl. Sci. 2018, 8, 1488, MDPI.
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Examples?-> Lessons learned

Lessons learned from an IT perspective
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Basis for disruption: automation ,,at scale” Zh
Or: “digital transformation” refers to a shift in all aspects of aw
society, driven/enabled by this small set of technologies

Al CLOUD COMPUTING

Massively enhanced automation depth No need to invest into (IT) infrastructure
through progress in pattern recognition anymore before entering the market

Cloud Service Models

Packaged Software
OS & Application Stack

Servers Storage Network S a a S

End Users

0OS & Application Stack Application
Server Storage Network Developers

e
Server Storage Network Infrastructure &
Network Architects

Zurcher Fachhochschule 16
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One Implication: new opportunities Zh

...through decoupling aw

size of idea # size of implementing organization

...small organizations can build whatever they want
(given know-how, data and an interesting business case)

the technology Is sector-independent

...enabling new alliances and co-operations

Zircher Fachhochschule



Risks through Al?

» Al per definition is a “dual use technology”
—> see report by Brundage et al., 2018

« But: “natural stupidity” is the more imminent threat
« Al ethics and explainable Al became mainstream

and hot research topics in the recent years — not
because of intolerable risks, but because of:

,1

2ol 15
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The Malicious Use

of Artificial Intelligence:
Forecasting, Prevention,
and Mitigation
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The risk of natural stupidity

...or the problem of customer satisfaction

SKYLIGHT

ABOUT US

SERVICES
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18 July 2019

Cylance, I Kill You!

Read about our Journey of dissecting the brain of a leading Al based Endpoint Protection
Product, culminating in the creation of a universal bypass

TL;DR

Al applications in security are clear and potentially useful, however Al based products
offer a new and unique attack surface. Namely, if you could truly understand how a
certain model works, and the type of features it uses to reach a decision, you would have
the potential to fool it consistently, creating a universal bypass.

By carefully analyzing the engine and model of Cylance’s Al based antivirus product, we
identify a peculiar bias towards a specific game. Combining an analysis of the feature
extraction process, its heavy reliance on strings, and its strong bias for this specific game,
we are capable of crafting a simple and rather amusing bypass. Namely, by appending a
selected list of strings to a malicious file, we are capable of changing its score significantly,
avoiding detection. This method proved successful for 100% of the top 10 Malware for
May 2019, and close to 90% for a larger sample of 384 malware.

19
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Application-dependent risks Zh

..or the problem of feasibility and market conformity

\JHEN A USER TAKES A PHOTO, e ¥
THE. APP SHOULD CHECK WHETHER Flower Identification
THEYRE IN A NATIONAL PARK.. Identify Wild Flowers

/ SURE, ERSY GIS LOOKUR
GIMME A FEW HOURS. 4 IDENTIFY —

.. AND CHECK UHETHER \

ANY

THEPHGTDISOFHHRD.
T1L NEED A RESEARCH

% TEHHHNDFWE/YEPR&

IN C5, IT CAN BE HARD TO EXPLAIN

THE DIFFERENCE BETWEEN THE EASY
AND THE VIRTUALLY IMPOSSIBLE.
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The problem of data Zh
Not big, but high-quality

Data is key

« Many real-world projects miss the required quantity & quality of data
— even though «big data» is not needed

* Class imbalance needs careful dealing
- special loss, resampling (also in unorthodox ways)

* Unsupervised methods need to be used creatively

* Users & label providers need to be trained

s ,.-‘ﬁ""u 7 e L S L M

-,, 15 *"ﬁﬁﬁm mﬁ&ﬁ >

T OSESISAGE (A aEas| ..._'_’..-_—_-H [RSRREEANEEY  [REUYSR ARG AR S

- vnn“.—.— ety

ﬁ w nytimes. com/2018/11125/busmess/ch|na artificial- |nteII|genmn E n m ﬁ E I
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The problem of compute

Training time GPT3 vs. at the edge aw

@ The lllustrated Transformer —Jay X OpenAl's GPT-3 Language Mode X + [ AutsDL chatienge: X+

< C @ lambdalabs.com/blog/demystifying-gpt-3/ Q % » @

Lambda Q =

“GPT-3 has 175 billion parameters and would require 355 years
and $4,600,000 to train - even with the lowest priced GPU cloud
on the market.”

VS iean Google 4paradigm
' NeurIPS AutoDL
challenges

“A good system thus has to be as accurate as possible within the
first seconds of training [...]. This reflects practical requirements

especially in mobile and edge computing settings.”
[ hallange WorkShops oF ECMPROD

The IJCNN conf. AutoCV winners [slides] were:

by

UPDATE #2: eck v = First place: KakaoBrain [GitHub repo]

UPDATE #1: Reddit cu f th t [404 upvot 4 ent = Second place: DKKimHCLee [GitHub repo]
[slides]

= Third place: base_1 [GitHub repo][slides]

OpenAl recently published GPT-3, the largest language model ever trained. GPT-3 has 175 Following the success of previous AutoML
billion parameters and would require 355 years and $4,600,000 to train - even with the challenges, we designed a new challenge series:
t 1 AutoCV (IJCNN 2019), AutoCV2 (EMCL PKDD

® 2019), AutoNLP/AutoSeries (WAIC 2019), and
AutoDL, (NeurlPS 2019)! Read about the AutoCV

Sources: https://lambdalabs.com/blog/demystifying-gpt-3/, Tuggener et al. (2929), «Design Patterns for Resource Constrained Automated Deep Learning Methods», submitted to MDPI Al
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The problem of deployment Zh
Introducing MLOps

M\_OPSJ Hodel analysis WS

& ; Source Cl/cD $ta
g ah:\(\’;sis - DS Ey?enmen‘\‘.s — remnf Build, test, 9
21% Pockat celoy
MOoDEL 0 e l
DENELOPMENT ODERATlONS , F??r? .AUTOB:\ATED PIPELINES . -
| , ;Dc\h Engineenng |, ML Model Engineenng |, cegiatry
8 j :
& e — CD Stage:
. . ot f ML Hetadata
Gy R By -l ; o i
. . iDeline S =
ML Use-Cases Engineering P @ y
Prionzation o i g ; Hmt}o_?n%&‘l — &xmomce | 7 PLPrediction
¢ e 1 - ‘ - q
Ky nva;\gg\(ig s v 449299 amc:
ec

Source: INNOQ / https://ml-ops.org/content/mlops-principles
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Conclusions Zh
* Deep learning is applied and deployed in «normal» businesses (non-Al, SME)
« It does not need big-, but some data (effort usually underestimated)

* IT needs to consider: specific risks in procurement / customization, computational
resources, continued development after deployment (MLOps),

About me:

*  Prof. Al/ML, scientific director ZHAW digital
* Email: stdm@zhaw.ch

* Phone: +41 58 934 72 08

Martin Braschler - Thilo Stadelmann Web: https://stdm.qgithub.io/

KirtSeoghinger Helips *  Twitter: @thilo_on_data

o * LinkedIn: thilo-stadelmann
Applied
Further contacts:

Data . datalab@zhaw.ch, info.office @data-service-alliance.ch, office-switzerland@claire-ai.org

5p3 1buppols
UURWIIPE)S - JRJPSelg

SC' e n ce =>» Happy to answer questions & requests

Lessons Learned for the
| Data-Driven Business
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=
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o

™

datalab -

www. zhaw.ch/datalab

@ Springer
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| Original  Adversarial
Zircher Hochschule
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About us & our work
ZHAW School of Engineering, Winterthur, Switzerland

Robust
applications

Document
Analysis

= Learning to act

Pattern Recognition
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Outlook: recent work in progress

« Learning to reduce motion artifacts in 3D CT scans

« Learning an artificial communication language for multi-agent

reinforcement learning in logistics
(notable rank in Flatland 2019 competition)

« Automated deep learning
(top rank in AutoDL 2020 challenge)

* Learning to segment and classify food waste in professional
kitchens under adversarial conditions

* Improving robotic vision through active vision and combined

supervised and reinforcement learning
(Dr. Waldemar Jucker Award 2020)
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Roost, Meier, Huschauer, Nygren, Egli, Weiler & Stadelmann (2020). «Improving Sample Efficiency and Multi-Agent Communication in RL-based Train Rescheduling». SDS’2020.
Tuggener, Amirian, Benites, von Daniken, Gupta, Schilling & Stadelmann (2020). «Design Patterns for Resource Constrained Automated Deep Learning Methods». Submitted to MDPI Al.
Roost, Meier, Toffetti Carughi & Stadelmann (2020). «Combining Reinforcement Learning with Supervised Deep Learning for Neural Active Scene Understanding». AVHRC 2020

Zircher Fachhochschule
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Foundation
Inductive supervised learning

Assumption

* A model fitted to a sufficiently large sample
of data...

« ...will generalize to unseen data

Method

« Searching for optimal parameters of a
function...

* ...such that all sample inputs (images) are
mapped to the correct outputs (e.g., «car»)

y

x /

X /
X e]
L]
—

Zurcher Fachhochschule

Large image collection with annotations

saturn
school-bus
scorpion-101
screwdriver
seqway.
self-propelled-lawr|
sextant .
sheet-music
skateboard
skunk
skyscraper
smokestack
snail

snake

sneaker
snowmobile
soccer-ball
socks
soda-can
spaghetti
speed-boat
spider

spoon
stained-glass
starfish-101
steering-wheel
stirrups
sunflower-101
superman

1. A= 7

i
R
ne;

; E 3 . = .
sushi i £ E g .o
™o 3 > . i;:‘&"o\ i
o O
/]

swan
swiss-army-knife
sword

syringe

t-shirt
tambourine
teapot
teddy-bear
teepee
telephone-box
tennis-ball
tennis-court
tennis-racket
tennis-shoes
theodolite

toad

toaster

tomato

Image
descriptors

Quelle: http://lear.inrialpes.fr/job/postdoc-large-scale-classif-11-img/attribs _patchwork.jpg
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Search for optimal parameters of a function?

neuron

<w,x>+b=0 +

Inputs —

features (e.g., pixel)

Tunable parameters

Zurcher Fachhochschule

lnput 1
(T84 neurcns)

f —
Output

l

Activation
Function

Threshold / decision

(n
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neural net

hidden layer

15 neurons)

Result (interpreted as e.g. «car»)
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Search for optimal parameters of a function?

Probability [%] for specific event

zh
aw

« Our artificial neural net: f,,(x) = v
with image x, ground truth y and
(W = {w,, w,}initialized at random)

1

»  Error measure: (W) =¥ (fi () — )
Average of (quadratic) difference between predictior Threshold / decision
and ground truth («loss»)

features (e.g., pixel)
2 | Result (interpreted as e.g. «car») |

1 Tunable parameters

~

e Method: iterative change of
ey parameters of f in the direction of
the steepest descent of |

Zurcher Fachhochschule
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What does the neural network «see»?
Hierarchy of more complex features

Patterns (lay Parts (layers mixeddb & mixed4c) Objects (layers mixed4d & mixedde)

“Audi A7”

Source: https://www.pinterest.com/explore/artificial-neural-network/

Olah, et al., "Feature Visualization", Distill, 2017, https://distill.pub/2017/feature-visualization/.
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