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C-Level Intensivseminar Kl & Machine Learning Zh
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Zircher Hochschule
fur Angewandte Wissenschaften

Was-=> Warum?-> Wozu?-> Wohin?

zh
aw

Was versteht man unter Kl und Machine Learning?

Ziircher Fachhochschule



Zircher Hochschule
fur Angewandte Wissenschaften

Was ist kunstliche Intelligenz?

zh
aw

thinking

"The exciting new effort to make
computers think... machines with minds, "The study of mental faculties through

in the full and literal sense." the use of computational models."
(Haugeland, 1985) (Charniak and McDermott, 1985)

"[The automation of] activities that we "The study of the computatior=*'
associate with human thinking, activities make it possible +~ .
such as decision-making, problem solving, d W\th

learning..." (Bellman, 1978)

c .
humanly ute pp C rationally

comp ex ¢

.. periormed by people.”
(Kurzweil, 1990)

"Computational Intelligence is the study
of the design of intelligent agents."
(Poole et al., 1998)

"The study of how to make computers
do things at which, at the moment,
people are better."

(Rich and Knight, 1991)

"Al... is concerned with intelligent
behaviour in artefacts." (Nilsson, 1998)

acting
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Was gehort zu kinstlicher Intelligenz?

zh
aw

deep learnin

. machine learning
supervised (ML)

unsupervised

content extraction

classification

natural language

machine translation processing (NLP)
guestion answering 1 e :
. Artificial Intelligence
text generation ( AI)
expert systems .

image recognition o
. vision
machine vision >

speech to text

text to speech

© 2015 Neota Logic

robotics
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Eine Machine Learning Landkarte

«...gives computers the ability to learn without being explicitly programmed.»
A. Samuel, 1959

zh
aw

ML

Types of: inductive
(example-based)

Subtypes of: ‘

T BUNK Nou SHoun e MORE
EXPLICIT HEZE N STEP TWO, "

Models: [l faelalee parametric / non-parametric discriminative / generative predictive / inferential deep / shallow

Zurcher Fachhochschule
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Supervised Machine Learning im Uberblick Zh

This model seems neither aw
to overfit nor underfit

Training data points, represented ~—
by some feature vector x
o
- 0 —
o -
. o
o

This model is probably ]
a

(@) overfitting the training dat
(@) —
. We hope (and design)
rg min
? i%e&[ {)(y' h(x)) for good generalization

x,y)€D
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We search for models (functions) in a hypothesis space H by minimizing loss ¢ between label y and result h(x)

to unseen test data
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Grundprinzip im Deep Learning: Feature Zh
Vektoren (Merkmale) automatisch lernen aWw

o Feature extraction Classification
Classical image (SIFT, SURF, LBP, HOG, etc.) (SVM, neural network, etc.)
processing
(0.2,0.4, ...)
Container ship
Tiger
N
7
(04,03, ...)

Takes raw pixels in, learns
features automatically!

Using Convolutional
Neual Networks
(CNNs)

Container ship

Tiger
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Was-=> Warum?-> Wozu?-> Wohin?

zh
aw

Warum macht man das? = Nutzen und Wirkung

Ziircher Fachhochschule
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Zwischenfazit: Einsatzmaoglichkeiten & Zh
Erfolgsfaktoren aw

Kl: maschinelles Losen von komplexen (=kann bisher nur der Mensch) Aufgabenstellungen

ML: ein Werkzeug fur Kl; findet Losungsweg anhand Input-Output Beispielen von Menschen

Zircher Fachhochschule 10



Zwischenfazit: Einsatzmdglichkeiten &
Erfolgsfaktoren

Zircher Hochschule
fur Angewandte Wissenschaften

Kl: maschinelles Losen von komplexen (=kann bisher nur der Mensch) Aufgabenstellungen

ML: ein Werkzeug fur Kl; findet L6sungsweg anhand Input-Output Beispielen von Menschen

= Automatisierung komplexer, redundanter
Prozesse basierend auf (hoch-dim. Sensor-)Daten

Ziircher Fachhochschule
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Beispiele aus der angewandten Forschung
...mit lokalen Industriepartnern (KMUs)

) Gesichtserkennung fur Stadionzutritt

* Nutzen: Robustes Personenidentifikationssystem
« Wirkung: Unterstlitzung bei Entwicklung; Datenqualitat schrankte ein

» Nutzen: vollautomatisches Produkt in niedrigem Preissegment
» Wirkung: Einfihrung dank Teamausbau gegliickt

Visuelle Qualitatskontrolle in Produktion

» Nutzen: vollautomatischer Triage & Bearbeitung normaler Falle
« Wirkung: macht Familienunternenmen zu Technologieanbieter

Digitalisierung von Musikalien

| * Nutzen: Enabler fur digitales Geschaftsmodell
prissmasamasssnall ) - \Wirkung: 5 Jahre nach Start ist entwickelte Technologie grosstes Asset

Ziircher Fachhochschule 12
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Warum?-> Wozu?-> Wohin?

Wozu fuhrt das jetzt? = Potentiale und Risiken

Zircher Hochschule
fur Angewandte Wissenschaften

aw
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Globale Relevanz kunstlicher Intelligenz

Talente, Forschung, ...

Zircher Hochschule
fur Angewandte Wissenschaften

Marktgrosse (Hardware, Software, Services): in 2018 ca. $21.5 Mrd. - $190.6 Mrd. in 2025
Nationale Strategien?:

C. Two giants and a patchwork

National strategies and action plans in Al

United States

National Artificial Intelligence
Research & Development Strategic
Plan (October 2016)

At least 16 separate agencies govern
sectors of the economy related to
Altechnologies

Major Al research hubs
{San Francisco Bay Area,
New York-Boston)

Most Al deals since 2012 have gone
1o US startups (73% in Healtheare &
Wellness, 58% in Commerce,

76% in Advertising and Marketing)

European France Germany

.
U nion Man Machine Teaming DFKI and Fraunhofer
(MMT) program Institute

FinTech Action Plan
Banque de France initiative | Coalition Agreement

European Artificial

" = intelligence-on-demand platform
o
Ay Callfor a High-Level Expert Group
) ‘1‘) on Artificial Intelligence
& b Tos Horizon 2020: EU funding

i e

to foster Al developmen]

Industrial Strategy
Green Paper

China
Public funding

) -
(68P 500m) L8 - [Next Generation Artificial Intelligence
N R ) Development Plan (July 2017)

(image and voice recognition

Education (increasing
computer science
teachers to 12,000)

M L < company) by giving access to

“g .ﬂ " pe '.‘ ’ biometric data in vast quantities
G : -

4k uni!sities standing out in Al

(Technion, Bar-llan, Ben-Gurion,
Hebrew University of Jerusalem)

Research centers in Bejjing
(USD 2.3bn), Tianjin (USD 5br)

Government partnership with iFlyTek

USD 275m investment in digital

health for Al projects
Ben-Gurion University and lsraeli Police: ¥ /,

collaboration on Al crime-fighting tools

30% of border protection ensured
by Al systems

1) Siehe https://www.marketsandmarkets.com/PressReleases/artificial-intelligence.asp (2017)

2) Siehe https://asgard.vc/global-ai/ (2017)

Ziircher Fachhochschule
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Zurich University

Beispiel: Machbar vs. gefahrlich Zh
Technologie: Computer Vision mit Deep Learning aw

Flower Identification
Identify Wild Flowers

https://www.cultofmac.com/495088/avoid-potentially-deadly-ai-app/

Zurich University of Applied Sciences and Arts 15
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Zurich University
of Applied Sciences

Beispiel: Markterfolg vs. regulatorische Hurden

Technologie: Recommender Systems aw

Customers Who Bought This Item Also Bought

'.":_v'MI
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4 B @ 8 __
I\"'-I ning with Rigk: Sut Feelings: The Bounded Rationality: The
Imin with ntelligence of the A ive Tool hi... by
by Gerd Gigerenzer Ungonscigus by Gerd G Gigerenzer
srdninin’s (8) £6.49 Gegerenzer £20.85
E£10.27
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E£7.09

:J!

WA

Zurich University of Applied Sciences and Arts
InIT Institute of Applied Information Technology (stdm)

N Advisory 2
Oncology Roundtable coamiwone a7

16



Zurich University
of Applied Sciences

Beispiel: Statistik vs. Bias

Technologie: Machine Learning az$

English - detected ~ H & Turkish ~ |_[:] LD Turkish - detected ~ H & English ~ |_D o)

He is a babysitter O bir bebek bakicisi - O bir bebek bakicisi  She's a babysitter

GEOGI.E; unprofessional hairstyles

glzocui professional hairstyles

See also: Nassim Nicholas Talib, «The Black Swan: The Impact of the Highly Improbable», 2007

Zurich University of Applied Sciences and Arts 17
InIT Institute of Applied Information Technology (stdm)



Beispiel: ktunstl. Intelligenz vs. natirl. Dummheit

Technologie: Machine Learning mit nachgelagerten Regeln

SKYLIGHT

ABOUT US SERVICES BLOG

Zurich University
of Applied Sciences

aw

Zurich University of A
InIT Institute of Appli

18 July 2019

Cylance, I Kill You!

Read about our Journey of dissecting the brain of a leading Al based Endpoint Protection
Product, culminating in the creation of a universal bypass

TL;DR

Al applications in security are clear and potentially useful, however Al based products
offer a new and unique attack surface. Namely, if you could truly understand how a
certain model works, and the type of features it uses to reach a decision, you would have
the potential to fool it consistently, creating a universal bypass.

By carefully analyzing the engine and model of Cylance’s Al based antivirus product, we
identify a peculiar bias towards a specific game. Combining an analysis of the feature
extraction process, its heavy reliance on strings, and its strong bias for this specific game,
we are capable of crafting a simple and rather amusing bypass. Namely, by appending a
selected list of strings to a malicious file, we are capable of changing its score significantly,
avoiding detection. This method proved successful for 100% of the top 10 Malware for
May 2019, and close to 90% for a larger sample of 384 malware.
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Gefahren durch KI7? Zh
» Kl ist per Definition eine “dual use Technology”
- siehe Report von Brundage et al., 2018

The Malicious Use

of Artificial Intelligence:

« Aber: “naturliche Dummbheit” ist die grossere Forecasting, Prevantion,
Bedrohung and Mitigation

« Algorithmische Ethik und erklarbare KI sind in
den letzten Jahren zu einem top Forschungsfeld
geworden — nicht wegen der unkalkulierbaren
Risiken per se, sondern:

Zurich University of Applied Sciences and Arts 19

InIT Institute of Applied Information Technology (stdm)



Warum?-> Wozu?-> Wohin? Zh

Wohin kann das einmal fiUhren? Trends, auch in branchenahnlichen Betrieben

Zircher Fachhochschule 20
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Trend: Entwickeln fur “algorithmic fairness”

Der FAT ML Code of Conduct az£

See http://lwww.fatml.org/resources/principles-for-accountable-algorithms

Purpose

* Help developers to build algorithmic systems in publicly accountable ways

« Accountability: the obligation to report, explain, or justify algorithmic decision-making &
mitigate any negative social impacts or potential harms

Premise

A human ultimately responsible for decisions made/informed by an algorithm

Ensure algorithmic decisions are not

Principles discriminatory w.r.t. to people groups

 Responsibility, Explainability, Accuracy, Auditability, Fairness € > 0 Wi—— 0

o

Make available somebody | |Explain any algorithmic | |Report all sources Enable 3" parties to probe o@
who will take care of adverse| |decision in non-technical| |of uncertainty / error| | & understand system
individual / societal effects terms to end users in algorithms & data | |behavior

Making it actionable

* Publish a Socu_ell Impact Staten_we_nt S ——

e ...use above principles as a guiding structure Business

« ...revisit three times during development process:
at design stage, pre-launch, post-launch

Ethics

Zurich University of Applied Sciences and Arts
InIT Institute of Applied Information Technology (stdm)
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Zurich University
of Applied Sciences

Trend: Entwickeln far Interpretierbarkeit Zh
aw

Interpretability is required.

» Helps the developer in «debugging», needed by the user to trust v
- visualizations of learned features, training process, learning curves etc. should be «always on» M
negative X-ray positive X-ray

Learning Curve: Naive Bayes
10 . )
0.8
~06
g 1|
0.4 [l Y
02 02 \WWW
B ../".M'
0.0 aops’
1 35 7T 98 12 13 5 7 9 11 1 3 5 7 911 0
1(X;T) 1(X:7) 1(X:;T) dE I . s miaca
DNN training on the Information Plane alearning curve feature visualization

Stadelmann, Amirian, Arabaci, Arnold, Duivesteijn, Elezi, Geiger, Lorwald, Meier, Rombach & Tuggener (2018). «Deep Learning in the Wild». ANNPR’2018.
Schwartz-Ziv & Tishby (2017). «Opening the Black Box of Deep Neural Networks via Information».
https://distill.pub/2017/feature-visualization/, https://stanfordmlgroup.qgithub.io/competitions/mura/

Zurich University of Applied Sciences and Arts 22
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Trend: “Document recognition” anstatt Zh
Analyse rein strukturierter Daten

u’fmw&“mw%?mm
of Clark, State
I S e
DEPTNO. 1 u,_._@.?'ML...— Deputy &
Date h‘z 1) l g

& i
IN THE JUSTICE COURT OF LAS VEGAS TOWNSHIP ~~ . -
COUNTY OF CLARK, STATE OF NEVADA

1
2
3
4
J )
6
)
3
9

JAMES C. BARRIER, )
Applicant, ) TEMPORARY ORDER FOR
PROTECTION AGAINST

vs.
(NRS 200.591)

BARTHIKIMEW RIZZOLO, Date Issued: NOVEMBER 21, 2007
———— - Adverse Party, Expiration Date:

10 1 , wnless otherwise
ordered by the Court

u [X} 30 days from the date of service,
unless otherwise ordered by the Court

EE!
13

YOU, THE ADVERSE PARTY, ARE HEREBY NOTIFIED that ANY INTENTIONAL
VIOLATION OF THIS ORDER IS A CRIMINAL VIOLATION and ¢an result in your immediate
arrest or issuance of an arrest warrant. Unless a more severe penalty is prescribed by law for the act that
wnxtnmsﬂnvlolnlonvfmeudu violation of a T-npomyo-d. Pmnmwmsmug,
15 ||| Aggravated Stalkin  gross which by it
mmyj.nmnmmomnme(l)yw or by a fine of n otmorelhmn.ooo or both.

Documents

« Ubiquitous in human communication and every scenario involving an office

« Somewhat structured for human expert; unstructured w.r.t machines

« Great use case for various Al techniques, including computer vision techniques

Own scientific community

* |APR’s biannual Intl. Conference on Document Analysis & Recognition (ICDAR):
character & symbol recognition, printed/handwritten text recognition, graphics analysis & recognition, document analysis &
understanding, historical documents & digital libraries, document based forensics, camera & video based scene text analysis

i
Zurich University of Applied Sciences and Arts ) | | 23
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Beispiele aus der (lokalen) Wirtschaft

@ Tl refreshing d tdigis X 4+ = B
ruly refreshing document digit:
Table Structure
& 5 C @ https//turicode.com % 0 ¢ []
Intaretservices ypealn pravides by (595 nchde Intaret ccss, Inieme rarst, demai name e, wed
3 Apps Aus Firefox importie: [ Industried 0 - Home &) ICT Selfservice Z DeepScore IPython ¢ @) Reddit /Machine Le » (ssing. St o

turicode

Process your
| _____S& SEns g g A gw o

fl Unlock the full potential of your documents using

machine learning.
. —
&

MINT.extract — Truly refreshing document digitalization.

Is your information trapped inside documents? Meet MINT.extract: Our solution to free your data.

Ground truth

Zurich University of Applied Sciences and Arts 24
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Beispiele aus der (lokalen) Wirtschaft (contd.) Zh

aw

= R C EDUCATION SOCIETY (B.£D)
ANOT, KANGRA, HIMACHAL PRADESH

INCOME AND EXPENDITURE ACCOUNT FOR THE YEAR ENDING ON 31ST MARCH 2007
e — —

ARG} == = =

BALANCE SHEET

2012 2013
Cument Assats
Behadules 1107 form an integral part of accounts
B R C EDUCATION SOCIETY (B £0)
4 ’/ 1200 1400
AN LAL
FRESIOENT
Place  HAKRSUR (H P .
Due 200272012 yon
Total Assats = =L
Gther Assats
Total Other Assats
TOTAL ASSETS Ld L

Total Cutrunt Liskiities B e

25
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Zwischenfazit: Entkopplung Zh

Grosse der ldee #= Grosse des Unternehmens

...KMUs koénnen bauen was auch immer sie mdgen
(gegeben Know-how, Daten und einen interessanten Business Case)

Technologie ist branchenunabhangig

...was neue Kooperationen und Allianzen ermdglicht, z.B. o@

urich University of Applied Sciences and Arts
nIT Institute of Applied Information Technology (stdm)

Swiss Alliance for
Data-Intensive Services




Zwischenfazit (contd.): Geschwindigkeit

\
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State of the art
in research

Zurich University
of Applied Sciences

zh
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Durchschnittliche Zeit von Publikation bis Anwendung im Projekt: ca. 3 Monate

—_

1
deb uoneaouul

-

State of the art in
industrial application
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Aussicht: Disruption Zh
...selbst bei volliger Stagnation des technischen Fortschritts aw

1. Hypothese: Einsatz (aktueller) KI wird sich massiv ausbreiten (Zeitrahmen: 5 Jahre)

* Indikator: Kl-Fortschritt momentan hauptsachlich Industriegetrieben (Gewinnaussicht);
Konsumenten kaufen “bequem?”; diese Incentivierung “halt den Motor am Laufen”

2. Hypothese: Dies wird unsere Gesellschaften umwalzen

« Kernfragen: Wie verteilt sich der algorithmisch (hauptséchlich bei Grosskonzernen) erwirtschaftete
Gewinn? Wie verteilt sich neue Freizeit und Alltagserleichterung?

3. Hypothese: Grosste Frage wird der Umgang miteinander sein (nicht der Umgang mit Kl)

* Argument: KI (etc.) “for the common good” ist ein wichtiges Thema; entscheidend wird jedoch sein, wie
wir als Gesellschaften die Regeln flr das digitalisierte Zusammenleben (s.0.) gestalten

Siehe auch: Stockinger, Braschler & Stadelmann. “Lessons Learned from Challenging Data Science Case Studies”. In: Braschler et al. (Eds), “Applied
Data Science - Lessons Learned for the Data-Driven Business”, Springer, 2019.

Zurich University of Applied Sciences and Arts 28
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Schlussfolgerungen Zh

« Kl automatisiert einzelne, komplexe, aber redundante Prozesse (meist mittels ML auf
menschengenerierten Beispielen)

« Deep Learning hat zu Paradigmenwechsel in Mustererkennungsaufgaben geflhrt

* Die Zeit vom Grundlagenresultat zur praktischer Anwendung betragt wenige Monate
Das Zeitfenster zu handeln ist betragt wenige Jahre (<5) = Disruption

Zu mir:

*  Prof. KI/ML, Scientific Director ZHAW digital
+ Email: stdm@zhaw.ch

» Telefon: 058 934 72 08

*  Web: https://stdm.github.io/
d a t a ]. a b - Twitter: @thilo_on_data

o 2haw. Ghodatalah LinkedIn: thilo-stadelmann

)|«

Mehr zum Thema:
+ Data+Service Alliance: www.data-service-alliance.ch
« Zusammenarbeit: datalab@zhaw.ch

Swiss Alliance for
Data-Intensive Services

Zircher Fachhochschule

29


mailto:stdm@zhaw.ch
https://stdm.github.io/
http://www.data-service-alliance.ch/
mailto:datalab@zhaw.ch

